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Data Protection Policy
1. Purpose
This policy explains how Abbeyfield Great Missenden & District Society collects, stores, uses and protects personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
This policy relates to electronic & paper records.  The policy ensures the Society:
• protects the privacy and dignity of residents
• handles personal information lawfully and securely
• complies with legal obligations
• maintains trust with residents, families, staff and partners.

2. Scope
This policy applies to all individuals who process personal data on behalf of the Society, including:
• employees
• trustees
• volunteers
• contractors
• agency workers
It applies to all personal data relating to:
• residents and their families
• employees and volunteers
• suppliers and contractors
• visitors
• any other individuals whose data we hold.

3. Data Protection Principles
The Society follows the seven principles of UK GDPR. Personal data must be:
1. Lawful, fair and transparent
2. Collected for specified purposes only
3. Limited to what is necessary
4. Accurate and kept up to date
5. Kept only as long as necessary
6. Processed securely
7. Accountable and documented

4. Lawful Basis for Processing
The Society processes personal data using the following lawful bases:
• Contract – to provide accommodation and services to residents
• Legal obligation – to comply with regulatory and safeguarding duties
• Vital interests – to protect residents’ health and wellbeing
• Legitimate interests – for operational and administrative purposes
Where special category data (such as health information) is processed, the Society relies on:
• provision of health or social care
• safeguarding of vulnerable individuals
• explicit consent where required.

5. Data Security
The Society protects personal data through appropriate organisational and technical measures, including:
• secure IT systems and password protection
• restricted access to personal data
• locked filing systems
• staff confidentiality agreements
• secure disposal of records
• regular staff training.
Staff must ensure personal data is protected at all times from unauthorised access, loss, or misuse.

6. Data Breaches
A personal data breach includes:
• loss of personal data
• unauthorised access
• accidental disclosure
• data theft or hacking.
All suspected breaches must be reported immediately to the Data Protection Lead.
Where required, the breach will be reported to the Information Commissioner’s Office (ICO) within 72 hours.

7. Data Subject Rights
Individuals have the following rights under UK GDPR:
• the right to be informed
• the right of access (Subject Access Request)
• the right to rectification
• the right to erasure
• the right to restrict processing
• the right to data portability
• the right to object
• rights relating to automated decision making.
Requests must be responded to within one month.

8. Data Sharing
Personal data may only be shared with third parties where:
• there is a lawful basis
• the data subject has been informed
• a data sharing agreement exists where required
• the third party meets security standards.


9. Data Transfers
Personal data will not be transferred outside the UK or EEA unless appropriate safeguards are in place.

10. Records of Processing Activities
The Society maintains records describing:
• types of personal data processed
• purposes of processing
• data recipients
• retention periods
• security measures.

11. Staff Responsibilities
All personnel must:
• follow this policy
• only access data required for their role
• maintain confidentiality
• report breaches immediately
• complete data protection training.
Failure to comply may result in disciplinary action.

12. Records Retention
The Society maintains a Records Retention Schedule which defines how long personal data is retained and how it is securely destroyed.





13. Secure Disposal
When records reach the end of their retention period they must be securely destroyed using:
• confidential shredding
• secure electronic deletion
• approved data disposal providers.
A record of destruction should be kept where appropriate.

14. Policy Review
This policy will be reviewed every three years or earlier if required due to:
• legal changes
• regulatory updates
• organisational changes.

Reviewed: March 2026
Next Review Date: March 2029 Or sooner if legislation changes are required
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